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ESET SECURITY MANAGEMENT CENTER

ALL ESET endpoint solutions are managed from a single
pane of glass - ESET Security Management Centre that
can be installed on Windows or Linux. As an alternative
to installing, ESET has a virtual appliance that you can
simply import for quick and easy setup.

ESET Endpoint Security for Windows Leverages a multilayered approach that utilizes multiple
technologies in dynamic equilibrium to constantly balance performance, detection and false
positives enabling organizations to :

@ Protect against ransomware @ Block targeted attacks @ Prevent data breaches
(/ ) Stop fileless attacks @ Detect advanced persistent threats

MANAGEMENT SERVER
ESET Security Management Center
manages endpoint products from a

single pane of glass and can be
installed on Windows or Linux. As an

alternative to on-premise installation,
customers with up to 250 seats
can manage their endpoints via ESET
Cloud Administrator.

MACHINE LEARNING
All ESET Endpoint products currently
use machine learning in conjunction
with all of our other layers of defense
and have done so since 1997. Specifically,
machine learning is used in the form of
consolidated output and neural networks.
For a deep inspection of the network,
admins can turn on the special aggressive
machine learning mode that works even
without internet connection.

MULTILAYERED DEFENSE
A single layer of defense is not enough
for today's evolving threat landscape.
All ESET's endpoint products have the
ability to detect malware pre-execution,
during execution and post-execution.
Focusing on the whole of the malware

lifecycle, not just on a specific part, allows

ESET to provide the highest level of
protection possible.



THE TECHNOLOGY

OUR PRODUCTS AND TECHNOLOGIES REST ON 3 PILLARS

ESET LIVEGRID MACHINE LEARNING HUMAN EXPERTISE

THE ESET DIFFERENCE

Machine
Learning

Advanced Memory
Scanner

Shield

In-product Botnet Network Attack DNA
Sandbox Protection Protection Detections
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HIPS UEFI Reputation & Cloud Malware
Scanner Cache Protection System

TTIOm+

users
worldwide

400k+

business
customers

ESET IN NUMBERS

200+

countries &
territories

13

global R&D
centers
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DETECTION & PROTECTION FEATURES

Q)

Antivirus & Antispyware Exploit Blocker

Anti-stealth protection Native 64-bit scanning core

Q

Real-time file system protection

Q)

AMSI Support

Q

Document protection (@8 Protected service & DLL modules

Computer & Startup scan (@B UEFI scanner

Initial scan & Auto-scan of removable media

Q

Advanced scanning of browser scripts

Host-based intrusion prevention systems Ransomware shield

Vulnerability shield System-wide process exclusions

Q
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Advanced memory scanner

Q)
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System-wide object exclusions based on hash

DEVICE CONTROL

Q

QU

Q)

QU

Determine device serial no., type & vendor Warning action (soft blocking rule)

Multiple devices in one rule Date/Time -based scheduling

SUPPORT FOR VIRTUALIZED ENVIRONMENTS

(@ Shared Cache Optimization for “revert to default snapshot”

Q)

TWO-WAY FIREWALL

Q

QU

Q)

QU

Simple approach to rule evaluation Create firewall rule directly from log

Troubleshooting wizard

Botnet protection

EMAIL PROTECTION

@B Email protection Client Antispam

Q|
Q

WEB PROTECTION & CONTROL

(@ Anti-phishing & Web access protection

Q)

QQ

Web control

&8 Multiple URLs in one rule Date/time-based scheduling

TOOLS

Q

ESET Syslnspector & SysRescue

Q)

QU

Send notifications by email

Q
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Import and export settings Diagnostic tools

ER FEATURES

Component-based installation

Q)

clel

Detection of potentially unwanted apps

Password protected settings ESET Security Management Center compatibility

ESET Enterprise Inspector support ESET Dynamic Threat Defense support




PROFESSIONAL END-TO-END SECURITY FROM INDUSTRY LEADER ESET

Es ET s MALL ESET SMALL BUSINESS SECURITY
Centrally managed security for desktops, 10 25
mobile devices and file/email servers.

ESET Endpoint Antivirus for Windows
ESET Endpoint Security for OS X
ESET Endpoint Antivirus for OS X 5 10 25
ESET NOD32 Antivirus Business Edition for Linux Desktop

ESET Virtualization Security for VMware vShield

ESET Shared Local Cache
SMALL Mobile Products Family
BUSl N ESS ESET Endpoint Security for Android
SECURITY

Products

Endpoint Products Family
ESET Endpoint Security for Windows

ESET Mobile Device Management for Apple iOS

File Products Family
ESET File Security for Microsoft Windows Server 1 1 2
ESET File Security for Linux / FreeBSD

Mail Products Family

ESET Mail Security for Microsoft Exchange Server
ESET I\/Ia!I Secur?ty for IBM Domino 8 15 30
ESET Mail Security for Linux / FreeBSD
ESET Security for Kerio

ESET Remote management
ESET Security Management center 4 V4 4

All in one functionality with pick and choose flexibility
Business Security Packs offer the best of both worlds. Professional end-to-end security from industry leader
ESET, and flexibility configured in a simple to deploy package — ideal for small businesses.

Cover it All with 1 License Key
Waste no time getting on with your
business. Deploy the out-of-the box
protection using a single license key,
and extend the coverage to all the
endpoints almost instantly.

Save Vs. Buying Separately

We've priced the Packs competitively,
with small companies in mind. This
means that you get the best of both
worlds - protection that covers your
needs at a price that does not strain
your IT budget.

Combine Your Security Options
No matter the operating system on
your computers or smartphones,
protect them all. File Server and
Endpoint Protection for Windows,
macOS, Linux or Android as you need,
without wasting a single license.

Always the Latest Protection
If there is a newer version of the
installed products, upgrade for free.
You will always have access to the
latest technology. New computer in
the network? Transfer the license
and stay protected.

Manage Security Efficiently
Freeing up valuable IT resources,
you can manage network security
from one console. The solution’s
small system footprint extends
lifetime of older machines.

Mail Security

Secures company mail traffic with
proven detection technology. Protects
the whole server - mailboxes and the
server environment, no matter the
operating system.

ESET Endpoint Protection Platform covers also following Oses
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National Distributor : Amity Infosoft Pvt Ltd
F6, VIP Plaza, VIP road, Surat, Gujarat, India - 395007

Contact : 0261665 7000 | eset.sales@amitygroup.in
eset.support@amitygroup.in | www.amitygroup.in
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